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1 Purpose and Scope

This Privacy Policy explains how SkyHyve Pty Ltd (ABN: 52636062603) collects, uses, dis-
closes and protects personal information in accordance with the Australian Privacy Act 1988
(Cth) and the Australian Privacy Principles (APPs).

1.1 Important Note on Student Data

SkyHyve does not persistently store student personal information.
Student data is processed only in memory during active sessions and is cleared at session
end.

See Student Data Processing and Storage below for full details.

1.2 Scope

This policy applies to: - All personal information collected by SkyHyve through our educational
analytics platform - School staff (teachers and administrators) who use our services - Any third
parties whose information we may receive in connection with our services

1.3 Definitions

* APP entity: SkyHyve Pty Ltd, as the organisation bound by the Australian Privacy Prin-
ciples

* Personal information: Information or opinion about an identified individual or reason-
ably identifiable individual

* Sensitive information: A subset of personal information including health, racial/ethnic
origin, political opinions (not collected by SkyHyve)

* School: Educational institutions that contract with SkyHyve for services

» Staff: Authorised teachers and administrators at client schools

2 Introduction

SkyHyve Pty Ltd (hereafter “SkyHyve,” “we,” “us,” or “our”) is committed to protecting the
privacy of personal information. We handle personal data in an open and transparent way
and in accordance with all applicable laws, including the Australian Privacy Act 1988 (Cth)
and the Australian Privacy Principles (APPs).

This Privacy Policy explains what information we collect, how we use and protect it, and
the rights and choices you have regarding your information. We aim to use clear, concise
language so that school administrators and staff can easily understand our practices.

3 Plain-English Summary

To make this policy easier to understand, here is a short summary of the key points:

* We only collect staff information (names and emails) needed to provide the service.

* We do not store student data in our systems. It is processed only in memory during
active sessions.

* We use no tracking or advertising cookies. Only minimal cookies for login sessions.

» All personal information is stored in Australia, unless you enable the optional Google
Gemini Al feature, which processes queries overseas (mainly in the United States).

* Your school controls access. Only authorised staff can log in, usually via Single Sign-
On (SSO).
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* We never use your personal information for direct marketing or sell it to third
parties.

* You can access, correct, or request deletion of your personal information at any
time.

» If there is ever a serious data breach, we will notify you and the Office of the Aus-
tralian Information Commissioner (OAIC).

This summary is provided for convenience only. Please read the full policy below for com-
plete details.

4 Personal Data We Collect

Our usage of the term “collect” refers to the process of storing the data persistently either
on our systems or the third-party systems associated with SkyHyve. The ephemeral usage of
such data may be used for in memory processing.

We limit our collection of personal data to what is necessary for providing the SkyHyve
services. The types of personal information we collect and hold include:

» Staff Identifiers: Name and email address of authorised users (teaching and adminis-
trative staff only). These are typically provided to us by your school or through Single
Sign-On (SSO) integration. No student personal data is stored or collected (see Student
Data below).

* Cookies: We use minimal cookies to support essential functionality:

Cookie Name Purpose Type Expiry

sessionid Maintains login Essential/Session Browser close or 2
session and hours
authentication

_rememberEmailToken  Pre-fills email on login Functional/Persistent 30 days

(optional, user-set)

_csrftoken Protects against Essential/Security Browser close
cross-site request
forgery

_clientToken Maintains client Essential/Security Browser close

authentication state

_hasClientToken Indicates client-side Essential/Security Browser close
token presence

Session and security cookies (e.g. sessionid, _csrftoken, _clientToken, _hasClientToken) are
set with Secure and HttpOnly flags, and use SameSite restrictions to reduce cross-site risks.
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Functional cookies (e.g. _rememberEmailToken) are stored without HttpOnly so that the browser
can access them for features like “remember my email.” These still use Secure and SameSite
attributes.

Session cookies contain only a random identifier and are essential for the service to func-
tion. The remember email cookie is only set if you explicitly choose “Remember me” at login.

* No Tracking or Analytics Cookies: SkyHyve does not use any third-party tracking
cookies, analytics cookies (such as Google Analytics), or similar technologies that mon-
itor user behaviour across websites. We do not track users for advertising purposes or
share usage data with third-party analytics providers.

» Usage Data: We collect limited, non-identifying technical data (e.g. timestamps, error
codes, authentication outcomes) strictly for security and troubleshooting. This opera-
tional data is ephemeral, excluded from student content, and not persistently retained.

* No Sensitive Information: We do not store or collect any sensitive personal informa-
tion (such as racial or ethnic origin, health data, etc.) from users. We also do not collect
or store any student’s personal information or educational records in our systems, as
detailed below.

4.0.1 Device and Network Information

When you access SkyHyve services, limited technical information is automatically collected
to ensure security and proper system operation. This may include:

* IP address and device type (e.g. browser, operating system)
* Timestamps and connection metadata (e.g. login time, session duration)
* Basic diagnostic information (e.g. error codes, failed login attempts)

This information is used solely for security monitoring, troubleshooting, and ensuring re-
liable service delivery. It is not combined with cookies for tracking, nor used for advertising
or behavioural profiling.

5 Student Data Processing and Storage

SkyHyve’s platform is designed to minimise persistent storage of student data. When teachers
or staff use SkyHyve to analyse student performance data (marks, grades, or educational
records), we handle this data as follows:

* Memory-based processing: Student data is processed in volatile memory (RAM) and
in-memory cache (Redis) during active sessions, not written to application databases or
disk storage

* Session cleanup: Analytics sessions are configured to clear memory and cache upon
completion, timeout, or user logout

* Log configuration: System logs retain only technical metadata (timestamps, error
codes, authentication events) and do not capture student records or performance data

* Minimal retention design: Our architecture is designed to prevent student data from
entering backup systems through the following controls:

Student data is not written to application databases

Redis cache entries are configured with automatic expiry (TTL)
Application logs are configured to exclude student records

Regular reviews of backup configurations to ensure student data exclusion

* Automatic expiry: Redis cache entries containing student data are configured with
time-to-live (TTL) settings to ensure automatic deletion
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5.1 Data Provided Outside the Platform

When schools send student data files directly (e.g., via email for support, format validation, or
service setup): - Such files may be temporarily stored on SkyHyve staff devices for the purpose
of providing assistance - We handle these files under strict confidentiality and delete them
after resolving the request - Schools should use secure file transfer methods and consider
using student codes rather than names

Schools remain responsible for their own student records as APP entities. SkyHyve handles
information on behalf of schools and, as an APP entity in its own right, complies independently
with the Australian Privacy Principles (APPs).

5.2 APP Entity Responsibilities

SkyHyve Pty Ltd is an APP entity under the Australian Privacy Act and independently com-
plies with the Australian Privacy Principles (APPs), even when handling information on behalf
of schools.

Schools using our services are also APP entities and remain responsible for their own
compliance obligations.

6 Collection Notices (APP 5)

When we collect personal information, we ensure individuals are aware of: - Our identity and
contact details - The purposes for collection - The main consequences if information is not
provided (e.g., inability to access the service) - Any third parties to whom we may disclose
information - Our privacy policy and complaint procedures

For staff accounts created via SSO or school administration, we rely on schools to provide
this notice to their staff. For direct interactions, we provide notice at or before the time of
collection.

7 Data Quality (APP 10)

We take reasonable steps to ensure personal information we collect, use, and disclose is
accurate, up-to-date, complete, and relevant for our purposes. This includes: - Allowing
users and schools to update account information - Periodic verification of contact details
with schools - Prompt correction when inaccuracies are identified - Relying on authoritative
sources (schools, SSO providers) for identity information

8 How We Use Personal Data

We collect and use the limited personal data described above only for the purposes of oper-
ating and providing the SkyHyve service in a school setting. These purposes include:

* Providing Access to the Platform: We use staff names and emails to create user
accounts or to authenticate you via SSO, so you can securely access SkyHyve’s website
and web applications.

* Authentication and Security: Session cookies and encrypted tokens are used to main-
tain your login, manage user sessions, and verify that each request comes from an au-
thenticated user. This allows us to prevent unauthorised access and keep your session
secure.
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* Support and Communication: If you contact SkyHyve for support, we will use the
contact information and any details you provide to assist you and resolve issues.

We do not use personal information for purposes unrelated to providing our services, ex-
cept where required or permitted by law. We will only use or disclose personal information
for a related secondary purpose where permitted by law or with consent (for example, if re-
quired by a court order). In all cases, personal data is used only to the extent reasonably
necessary for our functions.

8.0.1 No Direct Marketing

SkyHyve does not use, sell, rent, or share personal information for marketing or advertising
purposes.

Any communications from SkyHyve are limited to: - Service-related messages (e.g. login
details, system availability, security updates) - Responses to support requests or administra-
tive matters - Notifications of policy updates where required by law or contract

9 User Accounts and Access Control

SkyHyve is an enterprise educational platform, and end users (school staff) do not create their
own accounts on their own. Account creation and access are controlled in collaboration with
your school’s administration:

* Provisioned Accounts: User accounts are created by SkyHyve upon request from the
school or through a managed Single Sign-On (SSO) integration. Typically, your school
provides us with a list of authorised staff (names and email addresses) who should have
access, or your school’s IT team enables an SSO connection so that staff can log in with
their existing school credentials.

* No Self-Registration: There is no public sign-up form or self-service account creation
for SkyHyve. Only users who are invited or authorised by their school can access the sys-
tem. This ensures that access is limited to vetted teaching and administrative personnel
chosen by the school.

* SSO Integration: For schools using SSO, SkyHyve integrates with the school’s identity
provider (for example, a school may use Microsoft, Google Workspace, or another iden-
tity system). In such cases, you will log in through your school’s authentication system,
and SkyHyve will rely on the verified identity information (such as your name and email)
provided by that system. SkyHyve does not receive or store your SSO password or other
login credentials; we receive only the minimum information needed to authenticate you
(such as a token or assertion that confirms your identity and authorization). The security
of your SSO credentials and the Identity Provider is the responsibility of the school’s IT
team.

* Access by Invitation: In some cases where SSO is not used, SkyHyve will create ac-
counts for users by generating a secure temporary password or link and sending it to
the user’s email, following the school’s request.

* School Control: The school (your employer) maintains control over who should have
access. If a staff member leaves or should no longer use the service, the school will in-
form SkyHyve (or disable access via SSO), and we will deactivate or delete that account.
This controlled access process helps protect personal data and prevents unauthorised
individuals from using SkyHyve.
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10 Third-Party Services and Sub-processors

10.1 Data Processing Agreements with Schools

On request, SkyHyve will enter into a Data Processing Agreement (or equivalent privacy
addendum) with schools to document roles, permitted purposes, security controls, retention,
and breach notification. Where such an agreement exists, its terms apply in addition to this
Privacy Policy.

10.2 Google Gemini Integration (Optional Feature)

SkyHyve offers an optional Al assistant feature using Google Gemini to help users interact
with data through natural language. This feature can be disabled at the school’s request.

What is processed: - User queries and, where necessary to answer the query, derived
analytics results (not raw student data) - Data is transmitted over HTTPS and processed tran-
siently without persistent storage - We configure the service so Google does not retain or use
content to train its models - No user passwords or SSO credentials are sent with requests

Important disclosure and consent: Google Gemini currently processes data outside
Australia. By enabling this feature, schools: - Acknowledge that queries and derived analyt-
ics may be processed outside Australia - Consent to this limited cross-border data transfer
solely for Al functionality - Understand they can disable this feature at any time by contacting
support - Are encouraged to use student codes rather than names when using this feature -
Acknowledge they are trusting Google with the data sent to the Al assistant

Third-party reliance: While we configure the service to prevent Google from retaining
or training on user data, SkyHyve cannot independently verify or guarantee Google’s adher-
ence to their stated data handling practices. Users of this feature rely on Google’s privacy
commitments as outlined in their terms of service.

10.3 Other Sub-processors

We engage trusted service providers for: - Cloud infrastructure and hosting (Australian data
centres) - Email delivery services - Monitoring and security services

All sub-processors are bound by written agreements imposing APP-consistent privacy and
security obligations. A current list of sub-processors and their locations is available upon
request. We will provide at least 30 days’ notice before making material changes to sub-
processors that handle personal information.

11 Data Storage, Residency and Overseas Disclosures (APP
8)

11.1 Australian Data Storage

All personal information (staff names, emails, and account data) is stored in secure Australian
data centres. Our infrastructure uses reputable cloud providers with Australian facilities, and
backups remain within Australia.

11.2 Overseas Disclosures
We do not disclose personal information overseas except:

* Google Gemini integration (optional): As disclosed above, this feature involves lim-
ited data processing outside Australia. Schools must explicitly enable this feature, ac-
knowledging the cross-border transfer.

© 2025 SkyHyve Pty Ltd. All rights reserved.
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* Legal requirements: If required by Australian law or court order to disclose informa-
tion internationally.

When overseas disclosure occurs, we take reasonable steps to ensure the recipient does
not breach the APPs, including: - Contractual safeguards requiring APP-equivalent protection
- Technical controls limiting data exposure - Clear disclosure to schools about which countries
will receive data - Obtaining consent where required by law

Schools can request that optional features involving overseas processing be disabled for
their account.

11.2.1 Countries of Disclosure

For the optional Google Gemini integration, SkyHyve has identified that data may be pro-
cessed in the United States and/or other locations where Google Cloud services operate. At
the time of this policy update, Google Gemini primarily processes queries in the United States.

If we become aware of additional countries where processing occurs, we will update this
Privacy Policy and notify schools before the change takes effect.

12 Data Security Measures

SkyHyve takes the security of your personal information very seriously. We take reason-
able steps to protect personal information from misuse, interference, loss, and unauthorised
access, modification or disclosure. We employ a range of industry best-practice security mea-
sures, including:

* Encryption: All data transmitted between your browser and our servers is encrypted us-
ing HTTPS/TLS. This protects your information in transit from eavesdropping or tamper-
ing. Where applicable, we also encrypt sensitive data at rest on our servers or databases.

* Access Controls: Personal information stored by SkyHyve is accessible only by autho-
rised personnel who require it to perform their duties. We restrict administrative ac-
cess to systems on a strict need-to-know basis, and we ensure unique user accounts and
strong authentication for our staff. Only authorised SkyHyve team members or trusted
service providers have access to personal data, and even then, only to the extent neces-
sary. All access to production systems is logged and monitored.

* SSO and Authentication Security: By utilizing Single Sign-On for user access wher-
ever possible, we reduce the need to handle passwords directly and leverage the robust
security measures of established identity providers (such as multi-factor authentication
and account protection provided by your school). This means fewer attack vectors and a
more secure login process for users. For non-SSO accounts, we enforce strong, unique
passwords and recommend multi-factor authentication if available.

* Session Security: Session cookies and tokens are securely generated and contain ran-
dom, unguessable values. They are tied to your account and expire automatically after
a period of inactivity. This limits the risk of unauthorised use of a lost or stolen session.
We also implement measures to prevent common attacks on sessions (such as session
hijacking and fixation) by using secure cookie flags and validating session integrity on
our servers.

* Network and Infrastructure Security: Our servers are protected by firewalls and
network monitoring tools to guard against external intrusions. We regularly update our
software and infrastructure to patch security vulnerabilities.

© 2025 SkyHyve Pty Ltd. All rights reserved.
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* Data Segmentation and Minimization: We segregate personal data from other data
(for example, separating user account info from any transient student analytics data) to
add layers of protection. We collect minimal personal information as described above,
which reduces risk exposure. We do not store what we do not need.

* Data Retention and Disposal: We retain personal information only for as long as nec-
essary to fulfill the purposes outlined in this policy or as required by law. When personal
information (including backups) is no longer needed and is not required to be retained
by law, we will securely destroy or permanently de-identify that information. For exam-
ple, if a user account is removed and we have no legal need to keep related data, we will
erase personal identifiers from our records in a secure manner.

Despite our robust security measures, no method of transmission over the internet or elec-
tronic storage is 100% secure. SkyHyve employs current best practices and continually im-
proves its security controls to minimise risks.

12.0.1 Employee Confidentiality

All SkyHyve employees and contractors who have access to personal information are required
to sign confidentiality agreements as a condition of their engagement.

They also undergo regular privacy and security training to ensure compliance with the
Australian Privacy Principles (APPs) and SkyHyve’s internal policies. Access to personal in-
formation is strictly limited to those who need it to perform their duties, and any breach of
confidentiality is treated as a serious disciplinary matter.

13 Data Breach Notification

SkyHyve complies with the Notifiable Data Breaches (NDB) scheme under Part IIIC of the
Privacy Act. If a data breach occurs that is likely to result in serious harm to affected individ-
uals:

* We will conduct an assessment within 30 days of becoming aware of the breach

* If serious harm is likely, we will notify affected individuals and the OAIC as soon as
practicable

* Notifications will include a description of the breach, the types of information involved,
and recommended steps to reduce harm

* We maintain an incident response plan that includes containment, assessment, notifica-
tion, and remediation procedures

14 Data Retention and Disposal

We retain personal information only as long as necessary for the purposes outlined in this
policy or as required by law. When no longer needed, information is securely destroyed or
de-identified using methods appropriate to its sensitivity.

14.1 Typical Retention Periods

» Staff account data: While active, and up to 12 months after deactivation for restora-
tion or auditing.

* Support communications: Up to 24 months for quality assurance and record-keeping.

* System logs: Contain only technical metadata, not student records or performance data
(see Student Data section).

* Student data: Not retained by design (see Student Data section).
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15 Your Rights Under the Privacy Act (Access and Correc-
tion)

SkyHyve upholds the rights of users (teaching and admin staff) to control their personal in-
formation. Under Australian law and aligned international principles, you have the following
rights regarding the personal data we hold about you:

* Access: You have the right to request access to the personal information SkyHyve holds
about you. This means you can ask us to confirm whether we are processing your per-
sonal data and provide you with a copy of that data. We will respond to access requests
within a reasonable time and, where feasible, in the manner requested (for example, by
providing the information in writing or electronically). Access will be provided free of
charge, unless an exceptional case allows us to charge a permitted fee (SkyHyve does
not normally charge for basic access requests).

* Correction: If any of your personal information is inaccurate, out-of-date, incomplete,
irrelevant or misleading, you have the right to request that we correct it. Upon your
request, we will take reasonable steps to update or rectify any incorrect information.
If for some reason we are unable to fulfill your correction request (for example, if the
information is needed for a legitimate purpose and we disagree that it’s incorrect), we
will provide you with written reasons and, if required by law, we will note your requested
correction alongside the information so that readers are aware of the discrepancy.

* Deletion: While not explicitly required under the Privacy Act, we will delete your per-
sonal information upon request where:

- You are leaving the school or no longer require access
- The information is no longer needed for any purpose
- We are not required by law to retain it

When deletion is requested, we will provide written confirmation once completed. If we
cannot delete certain information (e.g., due to legal obligations or technical constraints
like backups), we will explain why and take steps to de-identify or isolate the data.

* Objection and Restriction: If you believe we are processing your personal informa-
tion in a way that you object to (for example, for direct marketing or a purpose you do
not agree with), you may object to that processing. Similarly, you can request that we
temporarily restrict processing your data (for instance, while you contest the accuracy
of the data or the reason for processing). We will consider such requests and comply if
required by applicable law.

To access, correct, or delete your personal information, please contact us using the details
in the Complaints and Contact section below. We will: - Verify your identity before processing
requests - Respond within 30 days (or inform you if more time is needed) - Provide access
in the manner requested where reasonable and practicable - Not charge fees for standard
access or correction requests

16 Changes to This Privacy Policy

SkyHyve may update this Privacy Policy from time to time to reflect changes in practices or
legal requirements.

The “Last updated” date at the top shows the current version. Where required by law,
we will seek renewed consent.

By continuing to use SkyHyve after updates take effect, you accept the revised policy.
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17 Complaints and Contact

If you have a privacy complaint or inquiry, please contact us using the details in the Contact
Information section at the end of this document. For privacy-related matters, please use the
subject line “Privacy Inquiry” when emailing.

17.1 Complaint Handling and Escalation

We acknowledge complaints within 2 business days and aim to resolve them within 30 days.
If more time is needed, we will explain why and provide an updated timeframe.

Our goal is to resolve concerns quickly and fairly. If you are not satisfied with our response,
you may escalate to the Office of the Australian Information Commissioner (OAIC):

* Online: https://www.oaic.gov.au/privacy/privacy-complaints

* Phone: 1300 363 992
* Post: GPO Box 5218, Sydney NSW 2001

18 Policy Availability

SkyHyve makes this Privacy Policy readily available to all users and interested parties free of
charge.

19 Important Note

This policy describes SkyHyve’s current practices. Schools should consider their own obliga-
tions as APP entities and, where appropriate, seek independent legal advice.

Contact Information

For questions about this document, please contact:
SkyHyve Pty Ltd
ABN 52 636 062 603
Email: support@skyhyve.com.au
Phone: +61 478 798 994
Web: https://skyhyve.com.au
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